Part 1: Common Mistakes In
E-commerce and Best
Practices




Common Mistakes of

E-Commerce Merchants & Solutions

Weak design & thought in layout
Lack of security (PCI compliance)
Lack of focus

Lack of easy access to products
Lack of promotion

Lack of business readiness

Lack of specialization



Common Mistake:
Weak Design & Layout

|
» Marketing matters. Consumer confidence is built through a

great looking site that seems like a legitimate business.

It's not just about being pretty — a website needs to consist of
a layout that has clear calls to action and gets users where
they want to be quickly.

We have a limited time to capture users, search features, and
proper navigation drive conversion.

*40% of people abandon a website that takes more than 3 seconds to load. If an e-
commerce site is making $100,000 per day, a 1 second page delay could potentially
cost you $2.5 million in lost sales every year. (KISSmetrics)




Tip 1: Avoid being too content heavy
& distracting from the sale
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Organic Baby Gift Boutique is an online boutique designed to meet the needs of organic minded and eco-friendly parents.
We offer a wide array of product from organic baby clothes and organic skincare to baby gear, baby bibs and items for the
nursery. Looking for an organic baby gift? Our easy to use baby gift registry makes it convenient for friends and family to
purchase items that are safe for your little one. Organic baby onesies from Babystar & Under the Nile, convenient diaper
changing pad from Patemm pad, Lifefactory glass baby bottles, earth mama angel baby skincare or Boba organic baby
carriers all make fantastic baby shower gifts.

organic crib mattress Nursery Decorations

Why choose organic? Did you know your baby's skin is five times thinner than yours, and much more likely to absorb the o hid
substances that make up baby skin care products? When choosing organic skincare, organic baby clothes and cloth diapers, International Shipping dils
you help to reduce the use of pesticides that may create a toxic environment. These same chemicals end up in our air, food, Now Available! y

and water supply and indirectly on your baby's skin. By supporting organic agriculture, not only are you protecting your &'
children from undue harm and side effects, but at the same time protecting the health of our planet.

This site does an excellent job of making clear
pathways to product categories so a visitors can find
exactly what they want within two clicks. They highlight
beautiful products for each category (most likely top
sellers) and have a simple, clean design.)

This site is very text heavy with no products
displayed on the homepage. If the focus of
your store is to sell product show the product

immediately!!
B




Tip 2: Never utllize design or colors
That compete with a clear message
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SHOP NOW

Homepage sliders allow for calls to action and to prompt purchase through
special incentives. Always have at least one call to action slider that focuses on
a short term or seasonal promotion.




Tip 4. Use Homepage real estate to build
‘ credibility

Nearly half of all consumers in a Stanford study assessed the credibility of
sites based in part on the appeal of the overall visual design of a site.
(Bj Fogg et al)

Checkout My Account Contact Media Search

g0

Home Meet Lomna KettleX Program Get Started Results Blog

Homepage sliders
allow merchants to
As Seen In build credibility with

SHAPE the audience within

those first few crucial

Ehe New ork Times seconds. Press
; coverage, client
WomeisHealth logos, all establish
credibility.

)
Check out Lorna's blog to
Class get tips, news and advice
on fitness and a better
lifestyle.

s Find a Lorna's Blog
Trainer or .




Tip 5: Make sure your navigations make
clear pathways
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Tip 6: Utllize Navigation (& Sub navigation)
appropriately to drive sales
Studies by Forrester Research estimate that approximately 50 percent of

potential sales are lost because users can't find information and that 40
percent of users do not return to a site when their first visit is a negative

Because this
website had over
5,000 products a
“drill down style”
was used so that
shoppers could
narrow down their
options quickly.



Likewise

Face

Body

Featured products
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Tip 6:

Utilize Navigation (& Sub navigation)

appropriately to drive

AboutUs  Contact My Account Help

Home Learn Testimonials Offers Shop

Home > Products

face + body wash 175 ml  facial moisturizer normal facial moisturizer oily skin
(5.91 fl 0z) to oily skin 50 mi (1.69 fl 50 ml (1.69 fl oz)
oz)

$39.00 $44.00 $49.00

Crcaones SN o™

sales

Conversely, this
site has so few
products that a
“SHOWCASE”
was created
instead of a
large market
style navigation.



Tip 7: Appeal to all Brains:
Use visual, side & top navigation
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Tip 8: Testimonials are critical to build
consumer confidence

Homa > About Us > Testimonsls

What People
are Saying!
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to learn more. solve problems & look timelessly beautiful. personal skincare program
| am loving the class! ’
9 Meet the Founder Dr. Julie Pena Contact Us Today !

m 1 am loving the class and | can't wat 10 siart up agan next month! Thanks for
being such & great teacher’™ I'm the first to admit it. | First Name *

enjoy the great outdoors.

Lisa Shaub There's nothing quite like Last Name
soaking up the rays on a Email *
warm  summer  day.
Phone
Unfortunately the sun is
the number one cause of Message *
prematurely aged skin.
As a dermatologist, I've P
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checkout more videos p
Carolyn Meckier
KettleX is great for cardio and strength
w "KettieX is great for cardio and strength. Cne hour gives me 2 Complete workout

Loma and Paul gve excelient Quidance, challengng me 10 Keep IMproving and
aWays Inroouting new moves Ihal make the worout fun.*

Lowls W.




Online video is the fastest growing ad
format in 2012 with nearly 55%
growth. (eMarketer, January 2012)

L ] PBSVIDEQ
According to Internet Retailer, 52% of
consumers say that watching product
videos makes them more confident in
their online purchase decisions.

When a video is information-intensive,
66% of consumers will watch the
video two or more times. (Internet
Retailer, 2012)

According to Retail Touchpoints, the
Step2 Company found that shoppers
who viewed video were 174% more
likely to purchase than viewers who
did not. (Retail Touchpoints Channel
Innovation Awards, 2012)
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EXPLORE: © FEATURED PROGRAMS ©




Tip 10:

Let your product descriptions be

your sales person
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Punch List for great conversion:

« “Sale” price

« Detailed product information

* Product reviews

» Video of product in use

e Customer testimonials

« Shareability on social media

* Feature sets

 Specs

« Clear images

« Multiple images

« Clear call to action in “BUY”
button



P 11: Simulate the Ilook, feel, and close

up
of a store environment

Petite cotton short trenchcoat

Our cotton trenchcoat gets a fresh new look. Sporting 2
rodern length and high-gloss buttons, it is drenched in a
broad range of vibrant color options,

A ROLL OFF TO ZoOM OUT D VIEW LARGER  about this product

Allowing roll over, zoom, and multiple images helps consumers feel
they understand what they are purchasing.

fabric & care
¢ 100% Cotton,
* Machine wash.
+ Imported.




Tip 12

Distorted images do not
convert, nor do
products that are not
made to look like high
quality or that clash on
a very busy border or
background.

TTER
Super Soft,

CLEARANCE

] s ome o

Image quality IS critical

' o HOME - ABOUT US - SHIPPING - FAQ - CUSTOMER SERVICE - CONTACT U/IEW CART Y8
CALL US TOLL FREE
V & CLICK HERE FOR COUPON ca':)z 871.308.8660
Save 20-85%  JEALERAL l

CHILDRENS == CLOTHING

SHOP BY BRAND S J‘ GRLS
- Select a Brand -- pal
SHOP BY CATEGORY ™ SIZENG

+ Shop By Size ]
« Shop by Department 2] \\}
« Shop By Season/ Size &

EXTREME SALE! =]
» $10 and under =]

- Shop by Brand

& SUPER SEARCH

SHOP BY SIZE
« Layette
» Newborn Boys Clothes
Newborn Girl Clothes
- Infant Girls Clothes
- Infant Boys Clothes

Super Soft SWEATPANTS
Eargalncnlldremclmhlng .com Save 20-85% on your favorite childrens clothes, baby clothes, baby clothes, baby outfits,

unt childrens clothing kids clothes and discount kids clothing at bargainchildrensclothing.com! Over 8000 children's
clmhlng products updated daily that are always on sale!

EEEBE

Below, is the proper way to showcase pants with close ups, multiple angles, and clear

images on a white background.

My Account Wishlist ~Shopping Bag [Empty] - Checkout

1.888.425.3788

BUTTER
Super Soft

5o} @ gz © @l

shopping bag

5! (usa only)

what's new women clearance
WOMEN

Denim
Hoodies & Sweatshirts

Sait Water nt Ids So Sweet Swirl Pop Pant Kids So Sweet Swirl Pop Pant
$50.50 $59.50 $50.50



“| Part 2. E-commerce Options



Why own your e-commerce store?

* One of the benefits of having your own e-commerce store (as
opposed to selling through a marketplace, an etsy, ebay, or amazon) is
ownership of the customer.

» Once you have their information you begin to own the customer and
that transaction takes on a lifetime value.

e It is the key to moving your e-commerce store from a transactional to
a sustainable business. Own your own customers.




Some Financial Terms

ACH payments are electronic credit and debit transfers, allowing customers to make payments
from their bank accounts for utilities, mortgage loans, and other types of bills. ACH stands for
Automated Clearing House and most payment processors offer ACH payment options to their
customers, especially for monthly- and subscription-based transactions. Most payment solutions
use ACH to send money (minus fees) to their customers.

A merchant account is a bank account that allows a customer to receive payments through credit
or debit cards. Merchant providers are required to obey regulations established by card
associations. Many processors (such as the ones listed below) act as both the merchant account
as well as the payment gateway.

A payment gateway allows merchants to securely pass credit card information between the
customer and the merchant and also between merchant and the payment processor. The payment
gateway is the middleman between the merchant and their sponsoring bank.

A payment processor is the company that a merchant uses to handle credit card transactions.
Payment processors implement anti-fraud measures to ensure that both the front-facing customer
and the merchant are protected.

PCI compliance is when a merchant or payment gateway sets their payment environment up in a
way that meets the Payment Card Industry Data Security Standard (PCI DSS). The PCI DSS
standard was created by the Payment Card Industry Security Standards Council to increase
security of cardholder data and to reduce fraud.



Reasons why businesses elect to go the
third party route...

. Unable to acquire a true merchant account

— Not everyone who wishes to accept credit cards is eligible for a true merchant account. Possible reasons
someone would not be able to establish a true merchant account might be:

. Not a Registered Business
. Black Listed (Website or Personal credit)

. Averse to High Risk

— Accepting credit cards online is a risky proposition. Fraud rates are substantially higher when compared to
traditional retail establishments. Some merchandise is also riskier then others.

. Personal Credit

— Since new businesses typically do not have established credit, merchants must use their own personal credit
to support the business. Merchants who have no credit or poor credit will find themselves unable to secure a
merchant account, or they find that they can only secure one with prohibitively high rates.

. Process small volumes

. Non-programmers Not everyone who wishes to accept credit cards online has the means to implement a
complex API.

Other minor points to consider:

. Want to be able to leave business/high risk start up not looking to incur costs




|
PayPal, Google Checkout & Amazon: The

Pros

No need for a credit check or banking history.

Because this is a third party processing company there is less liability for
compliance as a vendor.

Google Checkout, PayPal, and Amazon Payments employ their own fraud
screening, customer dispute, and chargeback management systems.

Many customers have history (with Amazon especially) helping to cut down
on fraudulent orders.

Established accounts help consumer confidence and ease of checkout.

Easy to integrate APIs for all solutions make them a fast and easy way to
get up and running at a lower cost.
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PayPal, Google Checkout & Amazon: The

cons

PayPal is a hotbed for fraud.
Transactional fees can become costly for large merchants.

Seller protection/chargeback coverage (especially with PayPal) is
often limited to those transactions where the original purchaser
signs for the package (which happens less than 1% of the time)
reducing some of the protection of being a PayPal seller.

PayPal has been known to freeze or hold funds in sellers accounts
based on a failure to authorize buyer accounts and requires
extensive documentation to remove this hold.

Amazon has very flexible return policies which can cost merchants
trying to keep up with that policy.




Own Your Own Gateway

Authorize.Net is the Internet’'s most widely used payment gateway.
With a user base of over 300,000 merchants, Authorize.Net has
been the go-to method for e-commerce sites that need a gateway to
accepting payments.

Widely used e-commerce platforms such as Magento, Volusion and
X-Cart are designed to easily accept payments using Authorize.Net.

Pricing: Authorize.Net has a $99 setup fee, costs $20 per month and
takes a $0.10 per-transaction fee.

They also offer a great SSL solution combined through Comodo.



Why Vendors Select Their own
Payment Gateways

Process large volumes

— Very large volume merchants will easily clear the threshold where a true merchant account becomes a
financially superior option.

Total control over the account

— your name that appears on your customers' statements, you get customer support directly from the
processor and do not have to go through the third-party provider, and you have less restrictive rules as to
how you can use your account.

Transparent checkout

— Most gateways offer an APl (Application Programming Interface) for interacting with their services, and as a
result the transaction seems to only occur on the merchant's website. This alleviates the problem of the
customer leaving your website and not feeling comfortable with their purchase.

Professional image

— Many customers have a preconceived notion about what a professional website is. In the scope of this
article, that means a checkout process with pages that have the same look and feel as the rest of the
website. It also means never leaving the website to complete the transaction. With a true merchant account
utilizing the API of a gateway you can achieve a transparent checkout and maintain that air of
professionalism expected from your customers.

Quick access to funds
— Funds are usually deposited within 1-3 business days.



PayPal, Google Checkout & Amazon

PRICING IS ALL THE SAME WITH THE EXCEPTION OF AN ADDITIONAL
AMAZON TRANSACTIONAL FEES ON ORDERS LESS THAN $10.00. Some
vendors offer all three, some use just one.

Purchase payments received (monthly) Fee per transaction
$0.00 USD - $3,000.00 USD 2.9% + $0.30 USD
$3,000.01 USD - $10,000.00 USD 2.5% + $0.30 USD
$10,000.01 USD - $100,000.00 USD 2.2% + $0.30 USD
> $100,000.00 USD 1.9% +$0.30 USD




Using a Gateway: How Does it Work?
The 6 steps of the credit card process

Step 1: Buyer pays.

Step 2: A payment gateway will manage the complex routing
of the data on behalf of the merchant through the following
steps/entities.

Step 3: The gateway passes the secure transaction
information via a secure connection to the Processor.

The Merchant Bank's Processor submits the transaction to
the credit card network (like Visa or MasterCard). The credit
card network routes the transaction to the bank that issued
the credit card to the customer.



Credit Card Process Continued:

Step 4: Approval or decline of the transaction occurs and then it is
communicated to the bank processor, which is in turn then cleared
by the payment gateway provider.

Step 5: The vendor gateway stores the transaction results and
sends them to the website for the customer and merchant to see.

Step 6: After goods are shipped/the card is actually charged (settled)
with the buyer’s bank depositing funds into the seller’s bank within 3
business days.



The Pros of Your Own Merchant
Account and Gateway

Own your own customer, and reduce fees on a per transaction basis
(for large ecommerce stores paypal, amazon and google checkout
will take significant revenue over time).

Increased consumer confidence by not leaving your site for
purchase activity.

Increased perception of professionalism.



The Cons of Your Own Merchant Account
and Gateway

Increased liability of credit card information and transactions.
Increased need to remain diligent about compliance matters.

More technical expertise will be required for initial set up of
accounts.

Personal credit checks / banking history will be required.




Part 3. Security & Iits Role
In E-Commerce



What 1s PClI Compliance?

The Payment Card Industry Data Security Standard (PCI DSS) is a set
of requirements designed to ensure that ALL companies that process,
store, or transmit credit card information maintain a secure
environment.

The council was formed in September 2006 by the five major credit
card brands, Visa, MasterCard, American Express, Discover, and JCB
[Japanese Credit Bureau]. It was formed because each one of these
brands had their own compliance programs and they still do, but they
all use this standard as the foundation for their programs, so there is a
common practice to create security. It includes 12 steps or parameters.
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PCl Compliance seems like a lot of work.

Is It necessary? | am just selling a few
items.

 It's all mandatory. Nothing is voluntary. The rule is if you
store, process, or transmit credit card data you must be
compliant with the PCI standards. Fines can be as high
as $100,000 a month for breaches.

* Merchants are responsible for STAYING compliant.




‘ | keep hearing PCI compliance & SSL

certificate for security, but what Is the
difference?

The SSL certification is a PART of being PCI Compliant

What is SSL and a SSL certificate ? (Secured socket layer)

There Is the acronym SSL or a closed or an open lock on
some web pages. When the lock is clicked, it shows
various certificates that tell you whether the site is
encrypted or not. The public key is used for encryption and
the private key is used for decryption. It ensures that
various layers of security measures are used during the
entire transaction process.




What to look for In your
SSL certificate provider.

« SSL certification is a straight forward and easy process that does not have to
be extremely expensive.

« However some SSL certifications are free but BE WARNED. The SSL Certifications
that are free are often not appropriate for e-commerce. For example companies like
StartSSL, and CACert do not verify behind user name and email making them not a
secure enough solution for e-commerce.

» Seek a SSL certificate that offers:
— 128 bit encryption
— Website Security
— Securing a Mail Server
— Securing Sub-domains
— Email Security
— Secure multiple domains
— Unified Communications
— Warranty of $100,000 or more

* The warranty protects the end user if an SSL Certificate is mis-issued (issued to a third
party that was not entitled to the SSL Certificate).




A few brands we know (and love)
for SSL...

Digicert is a great provider with easy to use products and excellent
customer service. They offer a warranty up to $1,000,000.

Trustwave is also great and $50 less than Digicert. However, their
warranty is only up to $100,000. The price difference is worth it.

Authorize.net partners with Comodo (they over 128 bit encryption),
but is more expensive than Digicert, and Trustwave. Comodo is also
not aimed at a “do it yourself” model — but rather for a developer or
IT professional (this is our total recommended solution).



What other security measures do | need
to facilitate visitor confidence and promote
sales?

* http vs https (the ‘s’ indicates to a consumer your site is secure)

— HTTPS encrypts the data sent and received with SSL, while
HTTP sends it all as plain text

— TTPS connects on port 443, while HTTP is on port 80

 Most Web customers know that they should look for the https in the
URL and the lock icon in their browser when they are making a
transaction. So if your storefront is not using HTTPS, you will lose
customers. But even still, it is common to find Web sites that collect
money including credit card data over a plain HTTP connection.
This is very bad.




